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Cyber deterioration weakens enterprise defenses as teams chase 

compliance and new technology, said Chad Alessi, managing director for 

cybersecurity at CTG. Teams face a gradual erosion of core controls driven 

by alert fatigue, rising regulatory demands and shifting focus toward 

initiatives including AI. Organizations meet minimum requirements, yet 

foundational practices slip and risk compounds across interconnected 

ecosystems, he said.

Data gathered through RiskRecon illustrates how this pattern can 

emerge in industries with complex, highly interconnected supply chains. 

Healthcare offers a strong example because of its regulatory demands and 

extensive data-sharing ecosystem. In data from more than 4,000 such 

organizations, while many maintained strong security programs, more than 

one-fourth showed a steady decline in security posture as supply chain 

risk grew. Leaders should integrate third-party risk into enterprise risk 

management and track control maturity, policies and strategy alignment 

over time.

“It’s not a catastrophic failure of the organization, but a gradual erosion,” 

Alessi said. “Over time, it starts to snowball, and before you know it, you’ve 

got a big risk on your hands that you didn’t realize what you were going 

to have.”

In this video interview with Information Security Media Group at RSAC 

Conference 2026, Alessi also discussed:

•	 Drivers of cyber deterioration: compliance fatigue, AI adoption and 

loss of operational focus;

•	 Supply chain risk impact and healthcare data insights on declining 

security posture;

•	 Using a continuous security advisory framework to baseline, 

benchmark and improve resilience.

Alessi leads cybersecurity strategy 

and client engagement at CTG, 

helping organizations in regulated 

industries strengthen resilience 

through tailored security programs. 

He previously held cybersecurity 

leadership roles at CTG, Gannett 

Fleming and Capgemini, with 

expertise spanning operations, 

transformation and enterprise 

risk management.

Chad Alessi
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“As new emerging technology and AI come out, we start 

to implement some of those new technologies, and that 

causes a loss of focus on the overall security controls.”

- CHAD ALESSI

The Growing Threat of Cyber Deterioration

RAHUL NEEL MANI: We often focus on emerging 

threats, but what is cyber deterioration and why is it 

becoming so critical now?

CHAD ALESSI: It’s a fascinating term and one that 

we start to see in the industry more and more. 

It goes back to comments we hear in years past 

around alert fatigue and compliance fatigue. 

Organizations are continuing to do only the bare 

minimum requirements for compliance, but over time 

their cybersecurity foundation is starting to erode. 

We’re starting to see that erosion through empirical 

studies and data that we’ve been able to gather with 

some of our partners. There is a breakdown in their 

overall fundamental security.

The Hidden Cost of Compliance Fatigue

MANI: What is the root cause or causes of 

this erosion?

ALESSI: A lot of it is the compliance fatigue we 

talked about. Organizations are having to deal with 

a lot of new compliance requirements. There is a lot 

of confusion around that compliance. They are doing 

the bare minimum of what they think is required, but 

then there is also the fundamental erosion of their 

cybersecurity controls. As new emerging technology 

and AI come out, we start to implement some of those 

new technologies, and that causes a loss of focus on 

the overall security controls. The foundational blocking 

and tackling of cybersecurity starts to erode.

The Link Between Supply Chain Risk and 

Security Decline

MANI: How does this impact the overall cybersecurity 

posture of an enterprise?

ALESSI: We started looking at the overall 

supply chain. There are a lot of supply chain attacks 

happening today in the industry. We partnered with 

RiskRecon by Mastercard to look at data they have 

around the healthcare space. We looked at data from 
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more than 4,000 healthcare organizations through RiskRecon 

and examined their overall security posture.

A lot of them, 80%, had a high security posture. But the data was 

over 25%, a quarter of that population, were showing a gradual 

decline in their security risk posture. This is important because of 

our supply chain. We are all interconnected through data sharing 

and the interoperability driven over the last five to 10 years. 

Our drive to connect organizations with data and use it more 

intelligently in our operations has now become a risk as we look at 

supply chain risk. The data starts to show that erosion over time. 

The importance for organizations is to really be viewing third-party 

risk and integrating it into your overall enterprise risk management.

Healthcare Study Insights

MANI: You recently conducted a study of the healthcare industry. 

What were the key insights about declining security postures?

ALESSI: The message from this healthcare industry study, 

focused on third-party risk posture, is that it is not a catastrophic 

failure of the organizations, but a gradual erosion. That gradual 

erosion becomes something that is a bit like shadow IT. It just 

grows over time and starts to snowball. Before you know it, you’ve 

got a big risk on your hands that you did not realize you were 

going to have. The data starts to show that erosion over time, and 

that erosion becomes a real risk to the organizations.

MANI: Why did you choose healthcare as a sector?

ALESSI: CTG has a significant healthcare practice in the U.S. 

We partnered with RiskRecon to pull that data, understand it 

and put that empirical study together for our healthcare clients. 
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We work in the oil and gas energy space, as well as 

technology, which also includes supply chain.

The CSAF Framework

RAHUL NEEL MANI: What is CSAF scoring and 

how can CISOs use it to sustain and demonstrate 

resilience over time?

ALESSI: We call it the continuous security advisory 

framework. We look at your security postures over 

time and watch for that gradual erosion. We come in 

and assess it as a baseline. We look at your controls 

maturity, your policies and procedures maturity, and 

your overall security strategy for the organization 

and how well that aligns with your enterprise 

risk strategy. Then we benchmark you and track that 

over time. You can see whether you are gradually 

eroding or whether you are increasing or maintaining 

your security posture in those foundational modules 

within the continuous framework.

Rebuilding Security Through 

Measured Improvements

RAHUL NEEL MANI: Can you share an example of 

a client who used the framework to identify and 

reverse deterioration?

ALESSI: We had a healthcare client that deployed 

a phased approach. Phase one was an assessment: 

baselining their security controls, policies and 

procedures, and security strategy, then putting in 

foundational controls for them to understand which 

controls need to be in place to build a solid security 

foundation as they incorporate new technologies 

like AI.

We then identified areas where they were inefficient 

in their security operations. One area was vulnerability 

management. Improving that over time increased their 

overall security maturity index. They were able to view 

progress over time and apply those improvements 

into the controls and KPIs tracked in the CSAF model 

to monitor their security posture.
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Measuring What Matters in Cybersecurity

MANI: Can you articulate the pre and post-scenario?

ALESSI: We have a platform that stores those data points so you can see 

where your baseline was and whether you are eroding or improving over time. 

All the activities in the cybersecurity roadmap are tracked within 

the platform.

Continuous Resilience Scoring

MANI: Why is continuous cyber resilience scoring critical in regulated 

industries, and what does it result in?

ALESSI: When we do an assessment, it is only a snapshot in time. Today you 

may be in one position; tomorrow you may be in a different position. We look 

at the erosion of security posture over time. It is a bit like going to a doctor for 

preventative care, checking your blood pressure, your weight, your thyroid. 

We do the same thing with the continuous security advisory framework. We go 

in and check on these over time, not just a snapshot. That way we can see the 

improvement or degradation of actual security policies and procedures, overall 

programs and your controls.

New Technology And Resource Constraints

MANI: How to introduce new technologies that contributes to the deterioration 

of posture?

ALESSI: It is a natural erosion due to limited resources. Organizations take 

some of their smartest people and put them on new initiatives. Now those 

people are not working on the operational work done every day. We lose 

focus on day-to-day operational activities and start focusing on the flashy 

new technology. We work on new projects, build new teams and take that 
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“It’s a marathon, not a sprint. You have to come in every 

day and do the things that become a bit boring over time, 

but it is really important to continue to do it.”

- CHAD ALESSI

focus away from day-to-day operations. That can 

become a risk as we look at these new technologies.

The Human Factor in Sustaining Security

MANI: What makes sustaining a strong cyber posture 

harder in regulated environments?

ALESSI: It is a marathon, not a sprint. You have to 

come in every day and do the things that become 

a bit boring over time, but it is really important to 

continue to do it. In an age where everyone wants 

to talk about how they are deploying AI or using AI 

to improve efficiency, we are still looking at having 

analysts in the middle, in the loop, to contextualize 

alerts and clear them effectively in ways that are 

relevant to the organization at hand. It is important 

that we have people involved. People do get burned 

out over time and need vacations, but it is more of a 

marathon than a sprint.

AI’s Role in Cyber Defense

MANI: Is AI helping arrest this deterioration?

ALESSI: Yes and no. It requires a lot of work on 

our part to make sure AI is actually making the 

right decisions. We have started to deploy AI from 

generative AI through to agentic AI to handle alerts 

and triage certain priority-level alerts. We are still 

concerned about how much autonomy we allow the 

agents to make decisions on our behalf. That requires 

a lot of work to make sure we are doing the right 

thing for our clients and their environments.

It is a hindrance in some ways, but it is also helping 

us a lot. We have seen a lot of positive opportunities, 

particularly in phishing attacks. Using agentic AI to 

assess those and clear those alerts is much faster 

than a human analyst would be. Those are clearly 

defined metrics you can give the agent to examine, 

and they can clear them quickly. So yes, it helps for 

some things and not others.
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Moving to Continuous Improvement

MANI: How does CSAF help organizations in regulated industries move from 

one-time compliance to continuous resilience improvement?

ALESSI: It gives organizations visibility into their overall programs and how 

they are performing. Much like our health, you do not realize you have gained 

a few pounds, gotten a little older or that your blood pressure has risen a 

bit. But if you go to the doctor, they tell you, “Hey, you need to look at this. 

Maybe change your diet a little, do a little more exercise.”

That is what CSAF does. It allows you to look at your controls over time 

and review your policies and procedures and overall security advisory on a 

continuous basis, not just a snapshot in time. Organizations can see that 

gradual erosion before it becomes critical. You can make minor corrections 

to improve over time instead of experiencing a sudden drop-off, realizing you 

have a major problem and then trying to correct after the fact.




